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Abstract—SDN provides an abstract view of the network in
which the switches expose a homogeneous set of capabilities.
Unfortunately, the abstraction process may hide important information about the devices that ﬁnally impacts on the network
operations. Although SDN implementations, like OpenFlow, already account for some device speciﬁc properties, we believe
that other important ones have been so far overlooked. To this
regard, we focus on the switches’ performance at handling control
messages and on how this may affect the control plane design.
To support our discussion, we provide theoretical examples and
simulation-based experiments. We conclude that accounting for
switches performance at handling control messages is a crucial
step in the design of advanced SDN control plane features.

arguments are valid for any SDN incarnation, where an entity
is in charge of deciding the packet forwarding behavior of a
group of FEs.
We will deal in particular with some speciﬁc OpenFlow
operations, that is, the handling of packet in and ﬂow mod
messages, which help in implementing a relevant part of
the functions offered by OpenFlow. To help the reader in
understanding the relevance of these messages, after introducing their operations, and summarizing the currently measured
switches performance limitations, we list some applications
in which these control messages are required (Section II). We
then discuss how the performance of a switch at handling these
messages can affect the network operations and, ultimately,
how a controller could beneﬁt from gathering additional
knowledge about the switches to this regard (Section III).
Since packet ins and ﬂow mods are usually strictly related to
the characteristics of the network ﬂows traversing the switches,
we also present a simulation-based experiment. Using the
experiment we justify the need to handle the switches limitations taking into account the dynamic behavior of the network
trafﬁc (Section IV). We ﬁnally provide an overview of possible
solutions in Section V and our conclusions in Section VI.
In summary, with the help of both theoretical examples and
simulations based on real data, our work aims at supporting
the following statements:

I. I NTRODUCTION
Software-Deﬁned Networking is changing the way we think
about networks, introducing new abstractions that simplify the
network management, operations and the control plane design
in general. One of the advantages in providing abstractions
resides in the possibility of dealing with a homogeneous set
of objects, which greatly ease the design of a system. However,
abstraction does not come at no cost. Complex systems, such
as a computers network, are composed of devices with speciﬁc
capabilities and limitations, which the abstraction process may
hide.
SDN is not immune to this issue. Taking as an example
OpenFlow, the Controller is provided with a nice forwarding
element (FE) abstraction, where each FE can host a number of
forwarding entries that implement a Match-Action approach.
That is, a FE, or switch in the OpenFlow terminology, can
host in its ﬂow table (FT) a set of ﬂow table entries (FTE),
each of which speciﬁes a network ﬂow (the Match part)
and the operations to apply to it (the Action part). Still,
switches can be very different from each other. For instance,
OpenFlow is implemented in both software and hardware
switches [7], [14]–[16], which have different capabilities and
performance [6]. Although OpenFlow provides some details
on the switches, such as the number of ﬂow tables and their
maximum size, properties like performance limits are hidden
in the abstraction process. This paper provides a few examples
to highlight what is the impact on the network operations when
ignoring these hidden properties, and how the control plane
may be designed to overcome some of the highlighted issues.
Even if we focus on the OpenFlow case, we believe that our
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taking into account switches’ limitations and differences
can improve the network performance and/or reduce the
switch resources requirements;
the control plane needs to monitor the switch/controller
interactions and combine this information with the knowledge of the switches limitations.
II. I NTERACTING WITH THE SWITCHES

In OpenFlow the ability to support advanced control plane
features comes from the possibility of dynamically interacting with the switches. In this, the ﬂow mod and packet in
messages play a central role. This section brieﬂy describes
these messages, it provides a summary of OpenFlow switches
performance limitations at handling them and a short overview
about their usage in some applications.
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Switch model
HP ProCurve 5406zl
HP ProCurve J9451A
Fulcrum Monaco Ref.
Quanta LB4G
OpenVSwitch
NoviSwitch 1248
NoviSwitch 1132

ﬂow mod/sec
275
40
42
38
408
1000
500

in the packets’ routes, to specify which path to use for a
given network ﬂow or to provide QoS constraints. All these
on-demand operations are enabled by the dynamic sending
of ﬂow mod messages. In [17] the handling of ﬂow mod
messages is the most expensive operation to implement service
function chaining1 . Also, packet in messages are used to correlate ﬂows entering and exiting a given network function. In
broadband access networks [18], packet in messages are used
to identify new subscribers’ session initiation, in order to steer,
by sending ﬂow mod messages, corresponding ﬂows towards
the middleboxes (e.g., BRASes) in charge of establishing the
sessions. In [12], [19], packet in messages are used to capture
relevant information for running anomaly detection algorithms,
while ﬂow mod messages are sent to install FTEs for the
legitimate ﬂows which don’t require further inspection.

Information source
Scientiﬁc paper [13]
Scientiﬁc paper [6]
Scientiﬁc paper [6]
Scientiﬁc paper [6]
Scientiﬁc paper [6]
Company website [15]
Company website [15]

TABLE I: Switches perfomance at handling ﬂow mods

A. ﬂow mod and packet in
A ﬂow mod message is sent from the OpenFlow controller
(OFC) to an OpenFlow switch to install a FTE. Hence, it is the
message that enables the OFC at programming the forwarding
plane of the switch.
A packet in message is sent from a switch to a controller
when a packet is received on one of the switch’s ports and
one of the following conditions is true: (i) there is a FTE that
matches the packet and whose action is “send to controller”;
(ii) there is a ﬂow table miss (i.e, there is no FTE matching
the packet) and the default action in such a case is “send
to controller”. Using packet in messages the controller has a
possibility to visualize the network trafﬁc ﬂowing through any
port of any switch in the network.

III. E XPLOITING THE SDN CENTRALIZED CONTROL
In the presented applications, the controller has no information about the ability of a given switch in generating packet ins
or in receiving ﬂow mods. In this Section we introduce a
simple theoretical example that shows the disadvantages of
not knowing this information. Using this example as a starting
point, we show how the centralized view of the network can
exploit the knowledge of switches performance limitations.
Finally, we introduce a way to compute the theoretical network
limit in handling control messages, if the control plane takes
into account the switches limitations.

B. Switches’ performance limitations
Some scientiﬁc papers report a performance issue in the rate
of ﬂow mod per second different switches can handle. Mogul
et al. [13] ﬁnd that a HP ProCurve 5406zl can handle only
275 ﬂow mod/sec. Huang et al. [6] ﬁnd that HW switches
support around 40 ﬂow mod per second, while OVS (softswitch) supports around 400/sec on their Xeon X3210.
The importance of the switches performance at handling the
control messages is further highlighted by some companies.
For instance, NoviFlow advertises its switches by presenting
performance numbers in terms of ﬂow mod/sec. For their
switches NoviSwitch1132 and NoviSwitch1248, they report
respectively 500 and 1000 ﬂow mod/sec.
The results cited in this section, summarized in Table I,
show the relevance of this limitations and that there is a
signiﬁcant difference in the performance offered by OpenFlow
switches at handling ﬂow mods. Even if we do not have
data available on the packet ins handling performance, it is
expected a similar heterogeneous performance landscape.

A. A theoretical example
In Figure 1 we show a network composed of six switches.
Each switch has a limited number of resources, whose occupation of is represented by a number on top of the switch.
For instance, 30/100 indicates that the switch is handling
30 ﬂow mod/sec out of a maximum ability to handle 100
ﬂow mod/sec .
Node A generates 30 network ﬂows, half of which are
destined to node C and the rest to node D, instead, node
B generates 60 ﬂows all directed to D. We assume that
the control application exploits a shortest-path algorithm to
calculate the path for a given network ﬂow, without taking
into account the resource constraints on the switches. In fact,
this is the current approach to path deﬁnition as implemented
in many of OpenFlow controllers.
Under these conditions, the example shows that the network
would not be able to support all the ﬂows offered by the edge
nodes. In particular, while node A can send all its ﬂows to
C and D (Figure 1a), ten ﬂows sent by node B would be
not forwarded by the network (Figure 1b). The problem is
in the routing algorithm that forwards ﬂows from node B
to node D always on the same path, thus consuming all the
available resources of the switch located at the bottom-center.
The network itself has actually available resources to sustain
that load, and Figure 1c offers a practical solution to take

C. OpenFlow applications
To help the reader in understanding why it is relevant to care
about packet ins and ﬂow mods, we provide a brief overview
of OpenFlow applications that are making use of them. In
[5], [8], to achieve an optimal bandwidth utilization over
the network links connecting datacenters, frequent dynamic
reconﬁguration of the network (sending ﬂow mod messages)
are performed. Packet in messages are used to locate end-hosts
in the network and to authenticate network users in [1]. While
the ﬂow mod messages are used to enforce anti-spooﬁng rules.
In [1], [3] is provided the possibility to select waypoints

1 Service function chaining is the process of steering trafﬁc through a chain
of middleboxes implementing network functions, such as NAT, Firewall, etc.
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Fig. 1: a). An example of routing solutions for a network that needs to forward 90 ﬂows from nodes A, B to nodes C, D in a
given time period. b). Using shortest-path routing, 10 ﬂows cannot be forwarded. c). A solution that shows how the network
could forward those ﬂow if adopting a different routing algorithm that takes into account switches performance limitations

Takeaway 1: Taking into account switches’ limitations and
differences can improve the network performance and/or reduce the switch resources requirements

advantage of them, in which the last ten ﬂows are installed on
an alternative path.
B. The capacity of the network as a whole

IV. T HE ROLE OF NETWORK TRAFFIC

Knowing the capacity of a single switch can be as easy
as reading its datasheet. However, knowing the theoretical
limits of the network as a whole can be not as straightforward,
assuming that we can exploit all the resources of our network
to install ﬂows, like in the example of Figure 1. Easy-topose design questions such as “what is the maximum number
of ﬂows our network can handle?” may be not as easy to
answer to. Luckily, answering these questions is equivalent to
solve a maximum flow problem over our network. The
maximum ﬂow problem is deﬁned as follows: given a source
and a destination, and a network with weighted edges, what
is the maximum amount of units that can be moved from the
source to the destination? The problem assumes the weights
on the edges to be the maximum number of units that can
traverse a given edge.
To adapt the problem formulation to our case, we ﬁrst have
to consider each network ﬂow that needs to be forwarded in
the network as a unit. Second, we have to add node constraints
and introduce multiple sources and multiple destinations for
the ﬂows. Transformation for these cases are well known in
literature. Finally, we need to assume that the ﬂow deﬁnition
is the same for all the switches, and that each ﬂow requires
the installation of the same number of ﬂow table entries in
any switch, on the selected path between the ﬂow source and
destination. To answer our network capacity problem, we just
need to apply one of the efﬁcient techniques to solve the
maximum ﬂow problem, which are already available [4].
When solving the problem for the example of Figure 1,
we ﬁnd that the network can support a theoretical limit of 100
ﬂow mod/sec. This limit would shrink to just 50 ﬂow mod/sec
if the controller would not take into account the switches
limitations2 . As an outcome of the considerations of this
section, we highlight the following takeaway.

The packet ins and ﬂow mods are usually generated in
response to the reception of a new network ﬂow at some
switch. Hence, to handle the switches performance limitations,
the SDN control plane needs to take into account also the
network trafﬁc characteristics. To motivate our statement, we
use the simulator presented in [2] to show a case in which
the handling of packet ins and ﬂow mods requires particular
care in order to guarantee correct network operations. Please
notice that current SDN control plane implementations usually
already consider the network trafﬁc characteristics in some
way, for instance to perform load balancing [21]. Anyway,
in these cases the control plane is mainly considering this
information for trafﬁc engineering, e. g., to provide enough
bandwidth or to respect a given maximum delay constraint. At
the best of our knowledge, there are no examples in literature
of control plane implementations that exploit this information
to guarantee the correct operations of the network control
plane itself.
A. Switch simulator
The switch simulator presented in [2] allows to estimate
the number of packet ins, ﬂow mods and FTEs a switch is
required to handle. It is based on the following model: a SDN
controller interacts with a given switch by instrumenting it
with new ﬂow table entries, in response to network events.
This means that the switch is not aware of any devices other
than the controller within the network, and it does not consider
other types of interaction which could happen between the
control plane and the switch. Therefore, to the switch point
of view, an SDN control application solely provides the ﬂow
table entries to populate and update the switch’s ﬂow table.
Starting from this simpliﬁed model of interaction between
the controller and the switch, the simulator analyzes the trafﬁc
traversing the switch and keeps track of each ﬂow. The trafﬁc
is provided either in form of an off-line trace or live packets,
while the deﬁnition of the ﬂow is conﬁgurable and is based on
the header ﬁelds of, e. g., the IP and transport protocol. The

2 When designing a real network, there are also other limitations to consider
(e. g., throughput or delay), thus, for an optimal solution we may need to
solve maximum ﬂow problems for multiple metrics, which may even impact
on each other. For the sake of clarity, we ignore this additional complexity in
this paper
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simulator further supports the speciﬁcation of an idle timeout
for the FTEs: if the switch does not see packets related to a
given ﬂow within this timeout period, it deletes the ﬂow entry
from its table. As output, the simulator returns the number
of ﬂows being created (i. e., an entry is added to the table),
active (i. e., the table has an entry related to the ﬂow and
its timeout has not expired), or missed (i. e., the entry of a
previously expired ﬂow is added again in the table) over time.
Any creation or missed generates a FT update event, which
corresponds to the generation of a packet in and corresponding
ﬂow mod messages.
B. Application to a real-world trafﬁc trace
The case we are considering is the design of a service
for which the control plane is required to take actions based
on the destination IP address, that is, the granularity of the
ﬂow is deﬁned as all packets with the same destination IP
address. To ensure the correct network operations, we need to
evaluate whether or not our network would be able to support
forwarding based on such ﬂow granularity or, alternatively,
whether there is a sub-portion of the network able to do it.
Moreover, we may need to evaluate a suitable timeout value
to allow the switch to free entries in its ﬂow table, by trading
it with the overhead in communications between the controller
and the switch in terms of exchange of control messages3 .
To answer these design questions, we applied the simulator
to a real trafﬁc trace. The selected trace is a ﬁfteen-minute
capture over a 150 Mbit/s trans-paciﬁc link between USA and
Japan [11]. We assume this to be representative of the trafﬁc
traversing a switch located on a backbone segment of the
network. From an initial analysis of the trace, we observe the
presence of heavy host-scan activities, which leads to abruptly
increase the number of ﬂows with unique IP destination
addresses, even if those ﬂows were mainly composed of few
packets. In Figure 2 we show the number of ﬂows with less
than ten packets which start at each second of our capture:
a host-scan is active in the time window [1 − 680] seconds
and then again brieﬂy at the end of the capture. During these
periods, the number of ﬂows started per second increases to
more than ten thousands.
A host-scan is a clear anomaly, nonetheless, we need to
take it into account and deal with it to guarantee the network
operations. In fact, many of the advanced applications listed
in Section II rely on packet ins, and a host-scan activity may
ﬁnally negatively affect the operations of a portion of the
network. Current deployment experiences show that a switch
CPU may become overloaded, affecting its ability to communicate with the controller [10]. This may eventually result in
a complete outage of the switch, causing the interruption for
any network ﬂow served by such device. Some switches, such

Fig. 2: Number of ﬂows with less than ten packets started in
each second of trafﬁc trace: time series. Note the presence of
two host-scan activities, one from the beginning to the second
680, and the other at the end of the trace.

as [14], protect themselves, e. g., by throttling the number of
generated packet in/sec. Nevertheless, this would still result
in a Denial of Service for a subset of the legitimate network
ﬂows, since the legitimate packet ins would be discarded due
to the high number of packet ins generated because of the
trafﬁc anomaly. A more effective countermeasure to handle
the host-scan would be to account for the switch limitation
directly in the control plane. For example, the control plane
may redirect a portion of the incoming network ﬂows towards
a sanitization middlebox, when the switch gets close to its
packet in generation limit.
Assuming that such an approach would prevent our network
operations to be affected by the host-scan activity, we run our
simulation on a trace where the ﬂows responsible for the hostscan are ﬁltered out.
We performed in total four simulations, increasing at each
run the ﬂow idle timeout by an order of magnitude, from 1s
to 1000s. The reason for which we are interested in the idle
timeout is twofold: on the one hand we want to ensure that
control plane requirements are met, e. g., detecting when a
ﬂow terminates or ensuring no forwarding delays for longlived ﬂows; on the other hand we may need to trade-off the
number of control messages with the number of FTEs installed
in the switch’s FT.
The simulator provides the status of the resources of the
switch for each second of the simulation, in terms of ﬂows
being created, active or missed in the ﬂow table. The results
are shown in Figure 3, in form of time series and radar
plots. To understand if a switch would be able to sustain its
workload, we need to look at the maximum required values
for the packet ins and ﬂow mods rates (ﬂows being created
and missed), since the actual amount of resources being used
must be below the switch performance constraints at any point
in time.
The ﬁrst column of radar plots (leftmost one) provides, for
a ﬁxed value of the timeout, the maximum, in the output

3 The available FT space is an additional crucial parameter when designing
OpenFlow networks. We are not including it in our discussion, since it is a well
known constraint to account for when designing SDN applications. The reader
can ﬁnd descriptions and solutions to the FT space management problem
in several research papers, such as [9], [10], [17], [20]. The relationship
between the ﬂows’ idle timeout, the number of FTEs and the number of
control messages has been studied in [2].
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Fig. 3: On the left: Number of ﬂows being created, active or missed over time in the ﬂow table of the switch when considering
a backbone trafﬁc trace. Flows’ idle timeout value is reported in the gray box for each of the four experiments. On the right:
radar plots of the numbers of ﬂows being created, active or missed, maximum (left column) and average (right column) values
(axis in logarithmic scale).

Timeout
[s]
1
10
100
1000

number of FTEs
max
mean
16251
2042
37503
8982
72657
42226
159588
114542

Control messages
max
mean
18547
1431
17548
602
16720
347
2880
177

second with an idle timeout value of ten seconds. With these
values we could indeed deploy the control plane using the
currently available switches, provided that the other network
constraints, such as bandwidth and delay, are respected.
To handle the peaks shown in the simulation, the control
plane requires to know when a given switch is close to its
performance limit. Similarly to the example of Figure 1,
the control plane may then perform a temporary redirection
of the network trafﬁc to leverage the available resources to
other switches, ensuring that the network keeps on serving
new ﬂows, without overloading its devices. Since the peak
periods are short in time, the redirection may happen for short
temporary period of time, so that any sub-optimal path is taken
by a redirected ﬂow just for a short time. The considerations
of this section suggest the following takeaway.
Takeaway 2: The control plane needs to monitor the
switch/controller interactions and combine this information
with the knowledge of the switches limitations.

TABLE II: Required resources in terms of FTEs and control
messages when varying the ﬂow idle timeout.

of the simulator, among the numbers of FTEs and control
messages generated in a second. The rightmost column of
radar plots, instead, provides the average of values over the
entire simulation period. Numerical values are reported in
Table II. Regardless of the timeout (and with the host-scan
activities being ﬁltered out), our switch would require to
support something in the order of 104 control messages per
second, in order to support the maximum values reported by
the simulator and to be suitable for our control plane. What we
observe is that in all the cases, the required control messages
rates exceed the rates offered by the currently available SDN
switches (Table I).
As a consequence, it appears we cannot implement a control
plane with a ﬂow deﬁnition based on the destination IP
address, when the trafﬁc characteristics are the ones of the
analyzed packet trace. That is, our simulation results show that
the control plane would anyway face issues due to resources
shortage. However, the time series of Figure 3 show that the
actual maximum value of required resources is due to few
outstanding peaks, which are short in time. If we consider the
average numbers of FTEs and control messages (rightmost
radar plots of Figure 3), the resources requirements may
reduce of at least an order of magnitude. For instance, the
control messages rate drops from 17548 to 602 messages per

V. P OSSIBLE SOLUTIONS
In order to tackle the issues we highlighted in this paper, the
ﬁrst step is learning the switches’ limitations. To this purpose,
the control plane designer may either trust the information
provided by the vendor or run benchmarking tests on the
switches to gather the performance information. In this case,
the challenge is in measuring correctly a complex device,
which may show heterogeneous performance depending on
the workload. For instance, some FTEs may require longer
time to be installed in a switch than other FTEs. To avoid
long and expensive testing sessions, a possible approach is to
test a device only against the expected type of workload, i.e.,
using the control plane logic and realistic network models to
understand in advance the device limitations for the speciﬁc

101

deployment case. Of course, the test should aim at increasing
as much as possible the workload to ﬁnally hit the switch’s
limitations.
Assuming that the controller knows the switch limitations
and that the interactions with the switches are monitored,
we envision two categories of solutions, which are explained
below.
Advanced routing algorithms: a ﬁrst category of solutions
takes into account the switches limitations directly in the
routing algorithms. That is, the switch limitations are added as
additional constraint to the routing problem. The challenge of
this approach is that the workload on a switch may suddenly
change, in an unpredictable way, like the simulation of Figure
3 shows. To further improve the routing algorithm, it is also
possible to include dynamic ﬂow routes optimizations, when
the load level on the switches changes.
Switches ofﬂoading: a different approach is using techniques
that leverage additional (or unused) resources borrowed from
other devices. For instance, it is possible to extend a hardware
switch with a software one, in order to create a temporary
buffer for ﬂows. In fact, the higher ﬂow table update rate
usually available in a software switch can be exploited, at
the cost of providing limited bandwidth for a subset of ﬂows.
Eventually, when the rate of control messages is lower, ﬂows
can be “promoted” to the hardware switch.
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VI. C ONCLUSION
In this paper we showed that taking into account the performance limitations of OpenFlow switches at handling control
messages can improve the network control plane design.
We focused on a so far overlooked performance metric: how
fast a switch is in handling packet ins and ﬂow mods. We
introduced some applications that make use of these control
messages, and the measured performance numbers for some
of the currently available OpenFlow switches implementations.
We then presented a theoretical example to show that taking
into account these performance numbers can increase the
overall network performance, e. g., in the total number of
ﬂows the network can host, or that it is in general possible to
reduce the single switch resources requirements. Furthermore,
we introduced a simulation-based experiment to show the
importance of taking into account the trafﬁc characteristics
when dealing with control planes that extensively make use
of the packet in and ﬂow mod messages. In particular, the
combination of this information, with the knowledge over the
switches performance limitations, enables the control plane
at avoiding network outages, e. g., caused by network trafﬁc
anomalies, or at better handling switches’ workload peaks.
We believe that systematically addressing the issues raised
in this paper, providing generally applicable methods and
solutions, is a required step for the research activities in SDN
and will be part of our future work.
R EFERENCES
[1] B IFULCO , R., AND K ARAME , G. Towards a richer set of services in
software-deﬁned networks. In Proceedings of the NDSS Workshop on
Security of Emerging Technologies (SENT) (2014).

102

